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Understanding the POPI Act and
Enhancing Compliance with Dropsuite

What is the POPI Act
and Why Is It Being
Implemented?

The Protection of Personal
Information Act, also known as
POPI or POPIA, is South Africa’s
comprehensive data protection
law, equivalent to the EU's General
Data Protection Regulation (GDPR).
The Act governs how businesses
collect, store, and manage personal
information. Compliance with the
POPI Act, or POPIA compliance,
involves aligning organizational
processes with the law’s stringent
requirements.
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Who Needs to Comply?

The POPI Act applies to all processing of personal information which is entered into
a record by a responsible party who is domiciled in South Africa, or who makes

use of means in South Africa (except when those means are only used to forward
information through South Africa).

Consequently, all businesses, regardless of their core activities, must comply with
the POPI Act as they will always be processing information related to employees,
suppliers, or clients.

POPI Act Requirements and the Importance of
Backup + Recovery

Organizations must secure the integrity and confidentiality of personal information
(P1) in their possession or control by taking appropriate, reasonable technical and

organizational measures to prevent the: data subject or the Information Regulator
on their behalf.

* Loss of personal information

« Damage to personal information

* Unauthorized destruction of personal information
« Unlawful access to personal information

« Unlawful processing of personal information

The security measures must be proportionate to the nature and type of personal
information being processed.

How Dropsuite Can Help You Comply

Verify, on a regular basis, that the

Identify internal and safeguards are implemented
Take the external risk to Pl effectively and appropriately.
following
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steps to . . .
K Risk safeguards implementation
achieve
ComP|lance5 Establish and maintain Update safeguards
appropriate and sufficient continuously to respond to
safeguards in response to new risk or deficiencies.

the identified risks.
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Consequences of
Noncompliance

The POPI Act outlines both minor
and severe offences, each with

specific penalties and administrative
fines.

Less Serious

Fine: Not exceeding R10 million

Imprisonment: Not exceeding
12 months

More Serious

Fine: Not exceeding R10 million

Imprisonment: Not exceeding
10 years

It's important to note that individuals
responsible for ensuring compliance
may face legal liability and potential
imprisonment.

Additionally, the Act provides for
civil actions for damages resulting
from non-compliance, which can
be initiated by the data subject or
the Information Regulator on their
behalf.

Dropsuite’s Backup + Recovery solutions are engineered to help businesses
streamline, achieve, and maintain compliance with regulations such as South
Africa’s Protection of Personal Information (POPI) Act.

Secure Encrypted Backups: Dropsuite safeguards your email data with industry-
standard encryption protocols, including end-to-end AES 256-bit encryption for
data at rest and in transit. This helps ensure that every backup is protected against
unauthorized access, maintaining the confidentiality and integrity of your data.

Data Immutability: Our solution enforces immutability through advanced
programming techniques, ensuring that data stored is never edited and only
deleted on retention expiry. This approach is also known as WORM (write
once, read many) and is designed to help organizations comply with regulatory
requirements, including the POPI Act.

Automated Backups: Our solution automates email backups, mitigating the risk of
human error and ensuring consistent data protection. This simplifies compliance by
removing the burden of manual backups and scheduling.

Scalable and Reliable Infrastructure: Dropsuite leverages a secure and reliable
cloud infrastructure to store your backed-up email data. This ensures scalability to
accommodate your organization’s growing needs and guarantees data availability
in case of disruptions at your primary location.

Granular Recovery Options: Dropsuite enables granular recovery of emails,
folders, or entire mailboxes. This allows you to quickly and efficiently retrieve
specific data in the event of an incident, minimizing operational disruptions.

Why Choose Dropsuite? The Proof Is in the
Performance

@ Industry Recognition: Dropsuite has been honored as a Top Leader in
SoftwareReviews Email Backup Solutions Data Quadrant Awards for five years
inarow.

@ Partner Satisfaction: 100% of our partners say they are likely to renew,
with 98% recommending Dropsuite for its collaborative approach to product
development and support

Dropsuite is committed to providing solutions that not only meet but exceed your
expectations, ensuring ease of use and partner satisfaction. Secure your data
with Dropsuite and experience the peace of mind that comes with comprehensive
protection.

For more information, please contact us today.
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